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Cures Act in the FQHC

The 215t Century Cures Act and it’s impact on FQHC’s
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Introduction to
Presenter:

Roopak Manchanda

CEO of BlueNovo; Experienced CIO of
community-based healthcare
organizations nationwide (VCHA,
CPCA, etc.).
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Overview: 21st Century CURES

Patients: Right of Access to their Chart,
Supporting Patient Privacy and Security, the

Ability to Shop for Care and Avoid Bankruptcy WHAT THE FINAL RULE MEANS FOR...

. . o )
Doctors and Hospitals: Making Patient’s Chart s 4‘//[5‘ ,
Data Requests Easy and Inexpensive, Allowing N <o &
Choice of Software, Implementation J “ 1\ 3\

L 4 &

Patients, Doctors, and Hospitals: Improving Patient
Safety PATIENTS DOCTORS AND HOSPITALS HEALTH IT DEVELOPERS

Health IT Developers: Minimizing APl Development and
Maintenance Costs, Protecting Intellectual Property

American Public: Maximizing Innovation, Transparency in
Health Care

Virginia Community Healthcare Association Annual Meeting and Conference
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Spurring Innovation

Virginia Community Healthcare Association Annual Meeting and Conference
Proprietary & Confidential September 27-29




Key Principle: Access

“We have finalized the definition of
“access” as “the ability or means

necessary to make EHI available for
exchange, use, or both" (8 171.102).

« Makes clear that “access” is the ability or means
necessary to make EHI available not only for
“use,” but also for “exchange” or both (the
proposed definition only included “for use”).

\
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Key Principle: Exchange

“We have finalized the definition of
“exchange” as “the ability for
electronic health information to be
transmitted between and among
different technologies, systems,
platforms, or networks.”

« Emphasize that “transmitted” within the definition
is notlimited to a one-way transmission, but
instead is inclusive of a//forms of transmission
such as bi- directional and network-based
transmission.
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Key Principle: Use

“We have finalized “use” to mean “the ability
for EHI, once accessed or exchanged, to be
understood and acted upon.” Put another
way, “use” is an individual or entity’s ability to
do something with the EHI once it has been
accessed or exchanged.

« IT to access relevant EHI; to comprehend
the structure, content, and meaning of the
information; and to read, write, modify,
manipulate, or apply the information to
accomplish a desired outcome or to achieve
a desired purpose

Virginia Community Healthcare Association Annual Meeting and Conference
September 27-29




New: Open Notes

Good news about open notes

Open notes have positive impacts on patient engagement and
understanding. Patients report that reading notes is a way to better
understand and feel more in control of their health care. They also say it
builds trust with their provider

Bad news about open notes

Concerns about open notes mainly revolve around the potential for
conflicts with patients and potential time conflicts.

+ Timing: Many providers and practices are still feeling the pandemic’s
effects, leading to the question: “Will new demands never end?”

+ Uncertainty about the documentation process: Providers are
wondering: “How can | make my notes comprehensible to patients
while still writing them quickly?”

+ Technology: Some EHR vendors are still racing to provide services that
allow practices to remain in compliance with the Cures Act. It may be
necessary for a provider to call their EHR vendor and say: “What are
you doing to ensure my interoperability compliance?” Meanwhile,
secure drop box options for records requests provide a workaround.

bluenovo

your HEALTHGARE ' TECHNOLOGY experts

CELEBRATING OUR COMMITMENT TO COMMUNITY
HEALTH ORGANIZATIONS OVER THE PAST 15 YEARS

Virginia Community Healthcare Association Annual Meeting and Conference

September 27-29

\

%\)\\X\G 0UR
Q
o

&

T

18

R\

Sapy.




bluenovo | i-—

your HEALTHCARE i TECHNOLOGY experts

)
5
&

_n\\\\\%

New: Application Programming Interface (API)
Criterion

e Established a new application programming interface (API) certification criterion that requires health IT developers to
support standardized APIs for single patient and population services.

e Certification criterion is limited to APl-enabled “read” services using the HL7° Fast Healthcare Interoperability
Resources (FHIR) Release 4 standard.

e The use of the FHIR standard and a set of implementation specifications provides known technical requirements against
which third-party apps can be developed.

=X

Supports two types of APl-enabled services:

»  Services for which a single patient’s data is the focus

»  Services for which multiple patients’ data are the focus

Virginia Community Healthcare Association Annual Meeting and Conference
September 27-29
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FHIR APIs —

_ * A strong focus on fast and easy implementation; developers have reported they
The blggest_c-hallenges to EHR experienced simple interfaces being implementable in a single day.
Inter((j)p%r_abll_lty are: Lack of *  Free to use with no restrictions.
standardization across many EHR.S to e Support from major vendors including Apple, Microsoft, Google, Epic, Cerner,
communicate and Expense and time
and most other EHR vendors.

involved in creating needed , _ ,
interfaces between EHRS * Many free, online, and downloadable tools, including reference servers and
implementation libraries.

* Many public examples available to help kick-start development of new

« Enables EHR Vendor App applications. _
Marketplace * Interoperability out-of-the-box — base resources can be used as is, but can also
. be adapted for local requirements (the process of Profiling).
* Several improvements over HL7 > * An evolutionary development path from earlier HL7 healthcare standards,

Version 2 and Clinical Document Architecture (CDA®), enabling them to co-exist
and leverage each other.

* Astrong foundation in web standards including XML, JSON, HTTP, and OAuth.
/ A * Concise and easily-understood online specifications.
vy . * A human-readable serialization format for ease of use by developers.

Fl | | | < * Aglobal community to assist implementers.
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What is information blocking?

A practice by a health care provider, health IT developer, health information exchange, or health
information network that, except as required by law or specified by the Secretary as a reasonable and
necessary activity, is likely to interfere with access, exchange, or use of electronic health information.

What are the exceptions?

@®  NFORMATION BLOCKING

e Section 4004 of the Cures Act authorizes the
Secretary to identify reasonable and necessary Three categories of "Actors":
activities that do not constitute information
blocking.

¢ |n consultation with stakeholders, we have
identified eight exceptions for practices that

are reasonable and necessary, provided certain
conditions are met.

¢ Health Care Providers

e Health IT Developers of
Certified Health IT

e Health Information Exchanges and/or Health
Information Networks

5 U B
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Practice Requirements

- Make sure to avoid Implementing How does a practice comply with the Data Blocking requirements?

Health IT in ways that are likely
to—

* Restrict the access, exchange, or
use of EHI with respect to
exporting complete information
sets or in transitioning between
health IT systems; or

Patient Portal: ensure your portal is properly
configured to allow patients access to ALL of their EHI

Lab Results: ensure all lab results, X-Rays, MRI’s CAT
scans that you ordered, can be imported directly into
the EHR and the patient porta

* Lead to fraud, waste, or abuse, or
impede innovations and
advancements in health

information access, exchange, and
use, including care delivery Note: complaints of non compliance are made on:

enabled by health IT. https://inquiry.healthit.gov/support/plugins/serviet/desk/portal/6

Source: https://docadvocates.com/news/the-21st-century-cures-act-what-physicians-need-to-know/
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Information
Blocking
Exceptions
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PREVENTING PRIVACY SECURITY

HARM EXCEPTION EXCEPTION
EXCEPTION

.ﬂ
@ i:
:-

INFEASIBILITY HEALTH IT
EXCEPTION PERFORMACE
EXCEPTION

m R

LICENSING FEES
EXCEPTION EXCEPTION MANNER

EXCEPTION
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EXCEPTIONS THAT INVOLVE

not fulfilling requests to access,
exchange, or use EHI

EXCEPTIONS TO THE
INFORMATION

BLOCKING
PROVISION

EXCEPTIONS THAT INVOLVE
procedures for fulfilling requests
to access, exchange, or use EHI
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— Certification

4/5/2021 @ 12/31/2022 @
Specific Compliance Requirements Start for New HL7® FHIR® API Capability
. . - , Several Conditions of Certification, Including and Other Cures Update Criteria By 12/31/2023 @

¢ Aprll Sthr_ 2021: Th'IS IS When the ONC's Information Blocking, Assurances, APIs Must Be Made Available EHI Export Capability

Information Blocking provision goes Must be Made Available

into effect. . - f_/ 30{)2 otz . 4/5/2021 @ 4/1/2022

bl i c:fe;"jp te | Health IT Developers 12/15/2021 First Attestation 3/15/2023
« October 6th, 2022: Regulatory Certification Criteria Prohibited From Submit Initial to Conditions of Submit Initial
. . . Restricting Certain Real World Certification Real World
compliance around information Communications |  Testing Plans Required TectingRestilts

blocking will be expanded to
include all ePHI instead of
only USCDI data.

« December 31st, 2023: Various 4/5/2021 . I—
requirements for certified health IT Applicability date for Information ”a: f_a_e_r /6. : —
vendors will extend into 2023. Blocking Provisions g o7 1 COn S R0 Snaer i te

to the EHI identified by the data

Starting 4/5/2021 and up through 10/5/2022 elements represented in the USCDI

EHI definition is limited to the EHI
identified by the data elements
represented in the USCDI

Information Blocking

EHI = Electronic Health Information USCDI = United States Core Data for Interoperability

Source: https://blog.pcc.com/what-does-21st-century-cures-act-mean-for-you

UNIT
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https://www.healthit.gov/isa/united-states-core-data-interoperability-uscdi

Conditions and Maintenance of Certification

Requirements

INFORMATION

BLOCKING 7 COndItIOnS
of Certification

and most have an accompanying

The 21st Century Cures Act
requires HHS to establish
Conditions and
Maintenance of

&

Certification requirements
for the ONC Health IT
Certification Program.

ASSURANCES

S

COMMUNICATIONS

(FUTURE) ELECTRONIC
HEALTH RECORD (EHR)
REPORTING CRITERIA SUBMISSION

Maintenance of Certification Requirement.
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APPLICATION
PROGRAMMING
INTERFACES (APIS)

@j
ATTESTATIONS
]

REAL WORLD
TESTING
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Supporting New PHI Requirements

To support the PHI (Protected Health Information) requirements of the act, Health Centers can
implement the following:

Patient Portal Regular EHR Data Sharing
Implementation ll System updates Agreements

Staff Training Audit Trails

Data Request Interoperability Cybersecurity Feedback
Workflow Testing Measures Mechanisms

Virginia Community Healthcare Association Annual Meeting and Conference
September 27-29




Patient Access
Metrics
Portal Utilization

Data Request
Response Time

Feedback Surveys

v/

Interoperability
Metrics

Data Exchange
Volume

Successful Integrations

Error Rates

Q

Information
Blocking Audits

Audit Trail Reviews

Incident Reports

[

Staff Training
Metrics

Training Completing
Rates

Knowledge
Assessments

o

Cyber Security
Metrics
Security Incidents

Vulnerability
Assessments

Documentation
Metrics
Policy Updates

Documentation
Accessibility

Virginia Community Healthcare Association Annual Meeting and Conference
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Financial Metrics

Investment in
Technology

Penalties Avoided
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