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U.S. Economic Outlook | Policy Push And Pull

Our forecast for U.S. real GDP
growth will slow to 1.9% (yoy)
by Q4 2025 and tick down to
1.8% by year-end 2026.

There is a clear downshift in
labor demand and supply,
evidenced by recent
employment data.
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The combined effects of U.S.
trade, immigration, and
federal government cost-
saving policies are adding
downside risk the economy.

Even without the effect of
tariffs, inflation is above the
Federal Reserve’s target of
2%, which may prompt more
rate cuts.

The U.S. tariffs that took effect
this month push the U.S.

effective tariff rate to more
than 17%—about 7.3x the
2024 rate of 2.3%.
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Near-term, we’re likely to see

transmission of tariff costs to
consumers, reduced business
investment, and slower hiring.

U.S. tax and spending bill and
lower interest rates will boost
2026 growth, but we're
watching financial effects on
public entities.

A bifurcated U.S. economy
between high-income earners
and low-to-middle-income
earners is more visible.
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U.S. Economic Recession Risks Have Receded Slightly, For Now

The effect of tariffs and still tight monetary policy on economic activity, will likely result in weaker consumer, business, and federal
government spending in the second half of the year. While below 2024 real GDP growth (2.8%), our baseline forecast shows economic
growth slowing to 1.9% (year over year) and 1.5% (Q4/Q4). Year-over-year trend slows further 1.8% in 2026.

U.S. real GDP growth
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f--Forecast. Sources: Mational Income and Production Accounts (via Datalnsight Desktop) and S&P Global Ratings
Economics.

Source: Economic Outlook U.S. Q4 2025: Below-Trend Growth Persists Amid A Swirl Of Policy Shifts, September 23, 2025
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U.S. Economic Forecast | By the Numbers

S&P Global Ratings baseline U.S. economic outlook (select indicators), September 2025

_ 2023 2024 2025f 2026f 2027f 2028f
Real GDP

CPI (% yly)

Unemployment rate (%)

Federal Funds Rate (%)

Mortgage rate
(30-year conventional,%)
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U.S. Economic Forecast | By the Numbers

S&P Global Ratings baseline U.S. economic outlook (select indicators), September 2025

GDP components (in real terms) 2023 2024 2025f | 2026f 2027f | 2028f

S&P Global
Ratings

Domestic demand

Consumer spending

Equipment investment

Intellectual property investment
Nonresidential construction
Residential construction

Federal government purchases

State and local government purchases
Exports of goods and services

Imports of goods and services

CPI

Core CPI

Core PCE

Labor productivity (real GDP/total emp.)
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Virginia’s Economic Forecast | By the Numbers

S&P Global Market Intelligence baseline Virginia economic outlook (select indicators), September 2025

2023 2024 2025f 20206f 2027f 2028f
2.95

Real GSP (% change)

Employment (% change) 2.38

Unemployment rate (%) 2.70 3.7
(% change)

Population (% change) 0.63 0.85 0.6 0.3 0.2 0.2
Population (% 65 & older) 17.2 17.6 18.0 18.3 18.6 18.8
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Tariff-induced uncertainty clouds the U.S. economic outlook

The U.S. effective tariff rate based on revenue collected in the past two months stands near 11%. Moving forward, we calculate the
announced levies will push the effective tariff rate to around 17% — about 7.3 times the rate of 2.3% in 2024. Uneven effects and
timing could dampen both business and consumer activity.

Weighted average of announced U.S. tariff rates versus average effective tariff
rate
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MNotes: Imports for July were used to calculate the current effective tariff rate for August. We used a running estimate for
August with respect to the daily revenue collection reported in the Monthly Treasury Statements. Sources: ULS.
International Trade Commission DataWeb, White House, Federal Register, and S&P Global Ratings Economics'
calculations.

Copyright ® 2025 by Standard & Poor’s Financial Services LLC. All rights reserved.
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= Effective tariff rate, tariff
collection basis

e \\eighted average of
announced tariff rates

Tariffs have surged on the U.S.’s top 20 trading partners

Country/region Share of U.S. goods % share of U.S. goods 2024 effective tariff  Aug. 5 announced
imports (2024) imports (2025 YTD) rate (%) statutory tariff rates”

EU 18.4 0.0 1.2 15
Mexico 15.5 14.6 0.3 25*
Canada 126 n.a3 01 35*
China 13.2 9.8 10.9 30
Japan 4.7 4.3 15 15
Vietnam 4.4 4.8 3.8 20
South Korea 4.0 3.6 0.2 15
Taiwan 3.6 4.3 0.9 20
India 27 31 2.4 25
Switzerland 1.9 4.8 0.6 39
LK. 21 1.9 0.9 10
Thailand 1.9 2.1 1.6 19
Malaysia 1.6 1.6 0.6 19
Brazil 13 1.3 1.3 0
Singapore 1.3 1.2 0.1 o
Indonesia 0.9 0.9 4.8 19
Australia 0.5 1.0 0.1 10
Israel 0.7 0.6 0.1 5
Colombia 0.6 0.5 0.1 0
Chile 0.5 0.6 0.03 0

Note: As of Aug. 13.

* The statutory tariff rates apply only to imports that don't qualify for the duty-free entry under the trade agreement

between the U.S., Mexico, and Canada (USMCA).



Tariff-induced price hikes increasingly evident, service inflation growing

The stop-and-start rollout of the tariffs, substitution away from highly tariffed Chinese goods, proactive pricing strategies, and
logistical maneuvers bought companies--and consumers--some time, but that cushion is shrinking.

U.S. inflation is accelerating in core goods (excluding autos), while services
inflation has normalized

Core goods CPI,
excluding auto

Services CPI

Three-month SAAR (%)
[ TR e T N 3 B o 4

Jan 2017 Jan 2019 Jan 2021 Jan 2023 Jan 2025

Data through August 2025. MNote: Core commodities less new vehicles and used cars and trucks is calculated by excluding
new vehicles from commodities less food, energy, and used cars and trucks. CPl--Consumer Price Index. SAAR--
Seasonally adjusted annualized rate. Sources: LS. Bureau of Labor Statistics (via Haver Analytics) and S5&P Global
Ratings Economics.

Copyright @ 2025 by Standard & Poor’s Financial Services LLC. All rights reserved.

Source: Economic Outlook U.S. Q4 2025: Below-Trend Growth Persists Amid A Swirl Of Policy Shifts, September 23, 2025
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Sentiments About Near- and Long-term Prospects Tick Downward

The University of Michigan Consumer Sentiment Index fell 4.8 points to 55.4 in the preliminary September reading, the second

consecutive decline following gains over June and July. 2025 has tilted more toward consumers muddling through than cutting back,
but the outlook would be gloomy if job prospects wane and inflation weighs on consumers.

Consumer Sentiment

Inflation expectation of consumers (Michigan)
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Data accessed Sept. 12, 2025.
Source: University of Michigan.
© 2025 S&P Global.

Data accessed Sept. 12, 2025.
Source: University of Michigan.
© 2025 S&P Global.
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Firms Indicate They Are Delaying CapEx Until Uncertainty Subsides

We're seeing signs that this erosion of sentiment could result in U.S. corporates pulling back on spending—specifically, average
estimates for full-year capex have declined 0.1% in North America. Real estate, technology, energy, and utilities are outlier sectors.

Most of U.S. corporate sectors delay capital spending
m Estimated changes to capital expenditures for FY2025

Real estate
Engineering and construction
Midstream energy
Technology
Utilities
Telecommunication services
Hotels, gaming, and leisure
Media
Retail and restaurants
Building materials
Paper and packaging
Consumer products

| Healthcare |
Metals and mining
Transportation
Aerospace and defense
Chemicals
Capital goods
Homebuilders and developers
Oiland gas
Business and consumer services
Autos

-10 15
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o
o
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(%)

e ——— Source: S&P Capital 1Q Pro, S&P Global Ratings. Data as of June 1, 2025.
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Output by high-tech industries was up nearly 14% compared with last year in July,
while output from other industries (excluding energy) eked out a 1% gain.

Equipment (industrial, transportation, other) lagging

U.S. private-sector capex spending

Intellectual property and products, and equipment
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Data through Q2 2025. Capex--Capital expenditure. R&D--Research and development. SAAR--Seasonally adjusted
annualized rate. Sources: Mational Income and Production Accounts (via Datalnsight Desktop) and S&P Global Ratings

Economics.

Recession

Intellectual property and
products, software

Intellectual property and
products, R&D
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Information processing
equipment

= (Other equipment

Industrial equipment

Transportation equipment

Al-related high-tech investment is outpacing all other

sectors

U.S. high-tech industrial production
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Index, 2017

Data through August 2025. Sources: Federal Reserve Economic Data (via Datalnsight) and S&P Global Ratings Economics.
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Payroll Job Growth Slows

Job growth has slowed sharply in 2025, while unemployment has inched higher—highlighting a labor market cooling beneath the
surface.

Employment situation (three-month average)
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Data through July 2025. Souwrce: Fred and S&P Globel Ratings Economics.
Copyright @ 2025 by Standard & Poor's Financial Services LLC. All rights reserved.
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A “Low-Hire, Low Fire” Labor Dynamic Dampens Youth Employment

New entrants to the labor force, especially people who are early on in their careers, appear to be bearing the brunt of the current
"low hire, low fire" labor dynamic.

Unemployment rates in the U.S. across working-age groups

14
—16-24 years old

12

10 e P5-54 years old
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8
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Data through August 2025. Sources: U5, Bureau of Labor Statistics (via Datalnsights Desktop) and S&P Global Ratings
Economics.
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Healthcare Leads Sectoral Employment Gains

Healthcare alone added 55,000 jobs in July, reflecting sustained strength in ambulatory care and hospital services, while most sectors
are plateauing amid broader labor market softening

Sectoral employment growth in July (year-over-year change [%])

Pvt Education and Haalth Sanices
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Laisure and Hospitality
Canstruction

Transportation and Warehousing
Financial Activities
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Retail Trade

Information

Manufacturing
Minning and Logging
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Data through July 2025, Sources: Fred and S&P Global Ratings Economics. Data is seasonally adjusted
Copyright & 2025 by Standard & Poor's Financial Sarvices LLC. All rights reserved.
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Public Sector's Share Of Total Employment Is Dwindling

Federal employment remains a tiny share (under 2%), while state and local governments dominate public payrolls, driven by
education, healthcare, and public safety roles. Virginia experienced a 4.2% year-over- year decline in federal government.

Federal government employment to total nonfarm employment .
. Pey Py * Nationally, year-to-date federal government

115 separations (employees that leave the payroll
for any reason) are up 10% compared to

29 same period last year, while YTD hiring is
down 29%.

275
* The federal government has reduced net
2% employment levels by more than 80,000
between January and July 2025. 11,200 of

%% share tototal jobs

L those jobs are in Virginia.
158 . .
* Excluding federal employment, Virginia’s
. year-over-year employment growth was 1.1%
1.4E . 0.0
in June 2025, a similar growth rate to the past
o year. Growth is driven mainly by private
WS W3 WSS 9T k99 S0l D3 U057 Ji09  Ja B B ST 9 S G U education and health services, and local
government.
Data through July 2025. Sources: BLS and S&F Global Economics.
Copyright & 2025 by Standard & Poor's Financial Services LLC. Al rights reserved
S&P Global 17
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State Trends & Federal Policy Changes We’re
Watching
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S&P Global Ratings | What We're Watching

7.
OV

New Budget Legislation

Uncertainty is over, but
implementation likely to bring
new challenges

ﬁﬂﬁ
Policy Shifts

Changes to federal policy likely
to reverberate at the state and
local level

S&P Global
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Medicaid Cuts

Most impactful to states and
NFP hospitals, but will have a
broad reach

Ongoing Climate Hazards

Extreme weather continues to
inflict uncertainty and economic
harm

o

Tariffs

Ongoing uncertainty not
affecting most PF issuers, but
related economic impacts will

©

Wildcards

Technological Disruption
Geopolitical Tensions
Demographics

Cyber Risks
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State of the States

State balance sheets remain healthy, with rainy-day funds largely maintained near all-time highs, which could provide short-term
financial relief as budget officers navigate potentially worsening financial conditions.

States' projected 2026 reserves (% of projected revenue)

* In most cases, states have maintained
structural balanced operations and
sustained healthy liquidity to cushion
potential economic or budgetary
disruptions.

* We expect state reserves to remain near
all-time highs, with average reserve levels
at approximately 17% of projected
revenue for fiscal 2026.

% of projected
revenue

Bos
M s-10
o 0-15 * Projected fiscal 2026 reserves levels are
525 sufficient to close a budget gap from a 5%
W 25+ revenue decline for 47 states (exceptions
are California, lllinois, and Washington),
and 34 could withstand a 10% revenue
drop.
Source: State fiscal 2026 executive budgets.
Copyright ® 2025 by Standard & Poor's Financial Services LLC. All rights reserved.
m S&P Global Ratings 20
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U.S. Public Finance | H.R.1, the Federal Tax and Spending Bill

Less near-term impact on ratings than
earlier proposals, but longer-term
implications for credit quality.

U.S. states and not-for-profit health care
providers are affected by new Medicaid
stipulations.

Modifications to some federal income tax
provisions could benefit individuals in
states with high tax burdens and
potentially support employees in some
industries.

State and Local Government Spending on a Downward Trend Key Ta keaways
O
$9 1:)5 Average SALT deduction in $1 1 Lost GDP through 2034 O
vers,us Connecticut compared with ' due to foregone clean
. Wyoming, the highest and trl“l n energy manufacturing
$i‘),994 lowest deduction rates in 2022 ( and construction
Estimated percentage of 1 2 Estimated increase in
] ._"){)/(f.} Medicaid spending affected : affordable housing ur;jﬁgs O
= by Medicaid cuts over 10 years 11 over 10 years provided by
’ ’ n‘”“lon housing tax credits
$2 9 Estimated investment necessary $3_4 .
. : Total size of
“17- over 10 years to achieve good U final tax bill
trillion repair of infrastructure assets trillion

The Tax Bill Comes Due: Near-Term Risks Are Low, Long-Term Pressures Rising For U.S.
Public Finance Entities, July 7, 2025

f--Forecast. SALT--State and local tax.
S&P Global Sources: Bipartisan Policy Center/IRS, Energy Innovation Fund, Kaiser Family Foundation, Novogradac & Co., American
. Society of Civil Engineers, CBO, Enargy Information Administration, S&P Global Ratings.
Ratl ﬂgS Copvright © 2025 bv Standard & Poor's Financial Services LLC. All rights reserved.
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Federal Medicaid Program Reductions In The Federal Tax and Spending Bill

Changes from the recent bill that will likely affect health care service organizations to varying degrees

CBO’s Estimated 10-year federal spending cuts, by policy category (S bil.)

ACA expansion All states

requirements Providar taxes

$102

Limits on state Eligibility rule Provider taxes
directed payments $122 $89
$149

igibility
arminations

Other
%25

Mote: Owar the 10-year period, the Medicaid spending reductions total $3ME, including $798 in estimatad Medicaid spending interactions. Without accounting for
ntaractions, the total is $3908. Sae Methods in “Allocating CB0's Estimates of Fedaral Medicaid Spanding Reductions Across the States: Enacted Reconciliation
Fackage® for more details.

Source: KFF analyais of CBO estirmates of the enacted reconciliation package

Caopyright 8 2025 by Standard & Poor's Financial Sarvices LLC. Allrights reservad.

Source: Commentary | “U.S. Budget Bill Is Negative For Health Care Services Although Financial Impact Will Likely Unfold Over Time And Vary By
State And Issuer,” August 19, 2025
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Work requirements for the ACA-based Medicaid expansion
population beginning at the end of 2026, although these
could be delayed upon state request and federal approval
until the end of 2028;

Redetermination of Medicaid eligibility at least twice a year
(up from once a year);

Freeze of provider-fee tax programs in non-Medicaid
expansion states beginning July 4, 2025;

Gradual provider-fee tax decreases for Medicaid expansion
state programs that are above 3.5% of net patient revenues
starting in 2028 to reach 3.5% by 2032;

State-directed payment programs will gradually decrease to
either 100% of Medicare rates (Medicaid expansion states)
or 110% of Medicare rates (non-Medicaid expansion states)
beginning in 2028;

Updated language and provisions around the ACA health
exchange enrollment could adversely affect that group of
insured lives; and

Removal of the temporary federal funding incentive,
implemented by the American Rescue Plan Act, for states to
pursue Medicaid expansion.

22



Timeline of Key Health and Supplemental Nutrition Assistance Policy Provisions
In Reconciliation Law

Modifications to the SNAP Impose moratorium on
requirements for able-bodied Implementation of provider taxes, SDP reductions begin, reducing
adults; lower cap for State N Medicaid work reducing the 6% payments to hospital/providers by
Directed Payments (SDPs); Ex_ﬁ)_;ritgrr;giftf 2:?22“ States’ administrative cost /community threshold rate by 0.5% 10% per year until the SDPs are
moratorium on new or existing [ — sharing for SNAP increases engagement annually until it not greater than 100% of Medicare
provider taxes to 75% from 50% requirements begin reaches 3.5% payments
| | | | | |
Jan. 1, Oct. 1,
2028 2028
| | | | | |
| | | | | |
Rural Health Non-citizen Medicaid Eligibility redeterminations Modifying retroactive SNAP matching funds Requires states to
Transformation eligibility limitations on for Medicaid expansion coverage under requirement based on impose cost sharing of
Program (RHTP) federal funding population required every Medicaid and CHIP to payment error rate up to $35 per service
deadline for CMS 6 months begins be limited for new (PER) on expansion adults
approval/denial of applicants with incomes 100-
applications 138% FPL

Fiscal Year 2026 Fiscal Year 2027 Fiscal Year 2028

Provider Taxes: Reduces the safe harbor limit (currently set at

Rural Health Transformation Program Work Requirements: Requires states to condition Medicaid eligibility for 6% of providers’ net patient revenues, below which states can
(RHTP): Provide $50 billion in grants to individuals ages 19-64 applying for coverage or enrolled through the ACA hold providers harmless for the tax) for expansion states by 0.5%
states between fiscal years 2026 and 2030, expansion group (or a waiver) on working or participating in qualifying annuglly starting in FY2028 until the safe r?arbor limit reacges- ’
to be used for payments to rural health care activities for at least 80 hours per month or attending school half-time. 3.5% in FY 2032. Applies the new safe harbor limit in expansion
providers and other purposes. Distributes Mandates that states exempt certain adults, including parents of s’éates on all prov.iders exempts nursing facilities and intermediate
50% of payments equally across states with dependent children ages 13 and under and those who are medically frail, care facilities ’

approved applications; the remaining funds from the requirements. '

will be distributed based on an approach

determined by CMS. State Directed Payments: In the absence of Medicare payment

rates, limit is set at the Medicaid fee-for-service payment rate.

S&P Global Ratings 23



State-Specific Impacts of The Bill For Health Care Providers

Backloaded provider-fee tax and directed payment program changes, along with short-term additional funds for rural

hospitals, provide planning and transition time

Federal Medicaid cuts in the enacted reconciliation package, by state
As a % of 10-year baseline federal spending (2025-2034)

% of baseline
10-year federal
spending

< M
o= 10%
B ose-13%

. >13%
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Source: Annual KFF survey of state Medicaid officials conducted by Health Management Associatas, October 2024,
Copyright & 2025 by Standard & Poor's Financial Services LLC, All rights reserved,

Thirteen states have at least one provider tax over 5.5% of net patient revenues

MH

Rl
Size of state
provider tax (%)

MR
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01-35

351-40
B i0-50

B :o-ss
B s

MR -- Mo responge, Source; Annual KFF survey of state Medicaid officials conducted by Health Management Agsociates, Ootober S24,
Copyright & 2025 by Standard & Poor's Financial Services LLC. All rights reservad.

Source: Commentary | “U.S. Budget Bill Is Negative For Health Care Services Although Financial Impact Will Likely Unfold

Over Time And Vary By State And Issuer,” August 19, 2025
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State and Local Health Expenditure Growth ($ bil.), by Type of Sponsor
2018-2024 (actual) and 2025-2033 (projected)
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= mployer contributions to private health insurance premiums Employer payroll taxes paid to Medicare hospital insurance trust fund
e |\/edicaid Other programs

Source: National Health Expenditures Projections (2018-2033), Centers For Medicare and Medicaid Services
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New Tax Bill Creates Long-Term Risks For The U.S. Health Insurance Sector

The sector will likely face new revenue and earnings headwinds in the next five years as the law’s health care provisions are
implemented. Challenges will include Medicaid and ACA exchange membership losses, potential pricing and rate adequacy
issues, elevated morbidity risks (due to adverse selection and membership losses), and increased administrative complexities.

National health insurers have varying exposures to Medicaid and ACA individual business
Medical membership mix (%) at year-end 2024

B Medicare

W FEF/Tricare

® Commercial group

B Individual including
ACA

m Medicaid

UnitedHealth Elevance CVS Health Centene Cigna Humana Molina

100%
90%
80%
70%
60%
50%
40%
30%
20%

10%
0%

% of total

Mote: Commercial individual membership is estimated for UnitedHealth and CVS Health. Centene membership excludes Tricare contract.
CVS Health will exit the ACA business in 2026. Source: Company filings, S&P Capital IQ Pro, S&P Global Ratings.

Copyright © 2025 by Standard & Poor’s Financial Services LLC. All rights reserved.
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U.S. Public Finance | Federal Disaster Relief Funding Proposals Raises Risks

FEMA provides disaster and hazard mitigation financial

support through multiple programs Proposed Ch a nges

: o O . ,
@ FEMA funding to stetes and tacal overrmsnts m Raising the threshold for per capita damage
| required to obtain a disaster declaration by up to
400%
Disaster response Hazard mitigation Other programs
Y =
ot ﬁ il
Limiting the federal cost-sharing portion of
Examples Examples Examples disaster recovery
« Individual Assistancea « Flood Mitigation Assistance « Emergancy Food and
« Public Assistance « Pre-Disaster Mitigation Shelter Program
« Safaguarding Tomarrom « Mreparednass Grants
revolving Loan Fund « Mt Generation Warning System
Fire Managemeant + Mational Dam Safety Program
Assistancea EGrants
Placing greater emphasis on state and local
ety M kiR DrGRRINGS: o i Bl SR MRS S Commmanas BRI government’s preparedness and response to
are currently -',I- ad ;--.--F;—":'f— . . disasters
Py 125 by Standard & Poor's Financial Services LLC, All rights reserved

Read more: Federal Disaster Relief Funding Proposals Could Elevate Credit Risks For U.S. Governments, June 3, 2025
S&P Global 27
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https://www.capitaliq.spglobal.com/web/client##ratingsdirect/creditResearch?rid=3381982

U.S. Public Finance | Federal Disaster Relief Funding Proposals Raise Risks

FEMA Plays a Critical Role in Disaster Response

Federal Disaster Relief Funding Proposals Could Elevate Credit Risks For U.S. Governments, June 3, 2025

S&P Global
Ratings

Key Takeaways

FEMA per capita ($)

Il >0.000

Il 2000-2.250

Il 10001249

B 750-999
500-749
250-499

<250

Source:

FEMA has historically provided reliable
funding to support recovery and rebuilding
efforts after an event.

States and local governments could bear a
higher share of the funding responsibility for
recovery if changes come to fruition.

S&P Global Ratings believes that less FEMA
assistance could lead to lasting financial and
credit pressure for states, local governments,
and in some cases, other public entities
(including hospitals) particularly if they are
unable to adapt to policy or financial shifts in
a timely manner.

FEMA.

Copyright @ 2025 by Standard & Poor's Financial Services LLC. All rights reserved.
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Projected U.S. Population Growth Slowdown Has Long-Term Implications,
Including Changing Service Delivery Needs And A Smaller Workforce

U.S. Projected Population Growth Trends Will Show Multi-

Year Declines Starting Later This Century
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Commentary: Changing Demographic Trends Could Affect U.S. Public Finance Issuers

Creditworthiness In Varying Ways, published June 26, 2025
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m Population

= Growth (right
zcale)

Impacts of Demographic Trends and Aging On Public Finance
Entities

States
Municipal and local
Housing utilities/power  governments  Transportation

Education Health care

N/A

Slowing economic output

Changing stakeholder/
service demand (including High im Low impact
enrallment, anplanemeants)

Moderate

Low impact P——

Declining labor force Moderate Moderate
participation impact impact

Moderate e A Moderate

LU impact = impact

Escalating service costs
(including Medicaid, wages,
pension)

Moderate
impact

High impact Low impact High impact Low impact

Reduced affordability of Moderate

services provided impact A

Low impact High impact ghi Low impact

WEAKNESS

EFEGEETEEs Direct and significant impact on budget or operations that could lead to prassures without actions of management.
Indirect impact on budget ar significant ability to adjust budget or services to adjust to changing trends.

Lew impact Limitad impact on budgset or operations.

Mid--Mot applicable. Source: S&P Global Ratings.
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U.S. Public Finance | Cyber Risk In Healthcare

Cyberattacks targeting hospitals have increased nearly 300% since 2015 according to the U.S. Department of Health and Human
Services. In addition to volume increases, cyberattacks have also become more sophisticated.

Healthcare Services Face Low-to-Medium Risks In Most Cases

Cybersecurity and Cyber-Risk Considerations

Changing Threat Landscape

Defense is matur Mg, DUt as lH::'il"l':ll::lE}'
1 5 and weaknesses remain
attackers are I|'-l|".l'|'||_.'

Cyberwar may now be an integrated
n-state conflict

part of natia

Increasing Disclosure
R nwestors arg
around

Key takeaways —
Cybersecurity Trends

ncreased reliance on third-party
vendors increases systemic risks

\ Cyber Insi
| Theroleof i

/' is undergoing significant change
el

@ Cybersecurity and Risk Management
Cybarsecurity must became an embedded

part of an entity’s risk managament

ca in risk mitigation

S&P Global
Ratings

Despite High Exposure, We Think Ratings Risk Is Relatively Low
Major cyber concerns Significant threats

Health care services - Fatient data (personal and Ransomware
financial) theft

- Buginess interruption

Unautharized remote
access to davicas

Security of connacted devicas
Intellactual property thaft

Medical devices
Business interruption/ Data integrity attacks

/'_\/‘q\I
m*.,‘.u— operational technalogy
Compromise Attacks that undermine

physical processes

- Attacks that undermine
physical processes

Pharmaceuticals - Intellectual property theft

- Business

I/"“‘. interruption/operational
; / technology compramise
A/

- - Supply chain interruption

- Attacks that aim to reduce
confidence in praducts

OEM--Original equipment manufacturer. Source: S&P Global Ratings.
Copyright @ 2022 by Standard & Poor's Financial Sarvices LLC. Allrights reserved.

Rating impact

= Medium to low due to
probability of attack and
potential impact relative to size
of health care systems

- However, could be significant
for some organizations in a
weaker credit position

Low due ta general strength of
DEM issuers and the ability to
contain attacks to breached
devices

- Low due to general credit
strength of pharmaceutical
companies

Commentary: Cyber Risk In Health Care: High Stakes, Valuable Data, And Increasing Connectivity

Attract Bad Actors, published December 6, 2022
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U.S. Public Finance | Top 10 Credit Characteristics of Highly Rated Issuers

£]%  Focus on structural balance

Strong liquidity management

-, Regular economic and revenue updates to identify shortfalls early
¢ An established rainy day/budget stabilization reserve

=l Prioritized spending plans and established contingency plans

. Strong long term and contingent liability management
Comprehensive multi-year financial planning

LAS
LES
i<

Formal debt management policy
Capital planning process, including risk mitigation

Well defined and coordinated economic development strategy
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